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Encrypting using WinZip
Introduction

This document shows you how to encrypt files using WinZip 9.0 or above. WinZip AES encryption is a commercial grade encryption which when properly used provides a measure of protection against unauthorised access to or disclosure of the files it encrypts. 
Please note that it is not an authorised substitute for HMG encryption such as BeCrypt, and it is not FIPS 140-2 certified. Therefore, you must not use WinZip AES encryption on information that is, or should be, marked PROTECT or RESTRICTED (See Protective Markings Guide) unless specific permission has been granted by the DfT Senior Information Risk Owner. If you have any doubts as to whether an exemption has been granted, do not use WinZip encryption until you have checked with the IT Security Team and confirmed that the exemption exists.

256-bit AES encryption is preferable to 128-bit, but where very large files (1GB or more) are involved the time taken to encrypt and decrypt 256-bit AES is significantly longer than 128-bit. 

Zip 2.0 compatible encryption is not the same as AES encryption. It is easily broken and you must not be use it to protect Agency information under any circumstances whatsoever.
Generating and using encryption passwords

A randomly generated, single-use password, 32 characters long for 128-bit AES and 63/64 characters long for 256-bit AES, will give the maximum protection. The password generator at https://www.grc.com/passwords.htm may be used to create these passwords. 

Using this type of password may not be practicable in all circumstances (e.g. if you have to send it by text message on a mobile phone). Consider the sensitivity of the information you are encrypting and whether a shorter password will suffice. You must seek advice from the IT Security Team before using passwords of less than 32/64 characters to protect an information transmission covered by DfT authority.

As an absolute minimum, any password you use to encrypt WinZip files must:

1. Contain at least 12 characters,

2. Contain at least one of each of the following:

a. upper-case, (A – Z)

b. lower-case, (a – z)

c. numbers, (0 – 9)

d. keyboard symbols (e.g. “ ] @ ?)
3. Not contain:

a. any recognisable words in any language whether real, artificial or fictional 
b. anything that could identify or is associated with you or the recipient (e.g. NI numbers, car number plates)

c. any character repeating twice contiguously (e.g. ee or 44; or more than three times in all,

d. any sequence of characters in their natural or keyboard order more than three characters long, (e.g. FGH or ^&*,

4. Finally, each password must only be used once.

An example
This example uses a folder called TestZip which contains four sample documents: lastnamefirstname.xls, Test_01.doc, Test_02.doc, and Test_03.doc.

Select the folder by right-clicking on it. Go to the WinZip option in the pop-up menu and select the Add to Zip File… option:

[image: image1.png]I Sie [ Type [ Date Modfied

Fie Folder 08/01/2007 1051

Fie Folder 20/01/2008 1523

Fie Folder 210572007 1654

Fie Folder 20/0972007 10:40

Fie Folder 08/11/2006 19:17

Fie Folder 20/0472008 1050

488KB Adobe Acrobat Doc...  13/03/2008 16:16

) 124KE Adobe Acrbat Doc...  01/04/2008 10:17
Eor g L Seeeh: 20KB  Microscht Excel Wor... 09/04/2008 1553
0% 0 [ Seanforthveas. 548 VinZo e 09/04/2008 1554
e S o... 17/06/19%9 15:22
)0 s N LT S - - 20/06/2000 0057
BTse SendTo , Diddio TesZozp o 22/03/2002 1226
s SYAddiorecentyused Zole M k.vor, | 0a/10/2002 16:49
(S Lene| O CEXCIE IR Doc... 210172008 1707
Sirkee ¥ CEX TG 16/04/2008 09:49
D Tew R 22/04/2008 1045





Give the Zip file a name [1], select the Move (and replace files) option [2] and check the Encrypt moved files box [3]. Click on the Move button to go to the next screen.
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Prepare your password and save it somewhere temporary (e.g. Notepad) as you will need it later. Do not lose or forget the password. If you do, the Zipped files will not be recoverable. 

Paste the password into [4] below (the example should not be used as it is far too simple). Make sure either the 256-Bit (or 128-bit) AES encryption radio button [5] is checked and click OK.
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You’ll then see the names of the individual files in it with an asterisk after each file name. The asterisk shows the files have been encrypted.
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Test the file’s integrity by pressing (SHIFT+T) or selecting Actions/Test from the menu bar. If there are any problems, start over. If there are none, carry on.
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Check the password works by closing the Zip file, then re-opening it and reading one of the encrypted files.

Sending and receiving encrypted Zip files

WinZip files can be transferred using removable media or email attachments. 
All incoming removable media must be checked for viruses on stand-alone PCs before they can be used our internal network, whether we own the media or not. If the media is not ours (e.g. supplied by a contractor) only checked and clean read-only (non-rewritable) CDs or DVDs can be used on our internal network. Checked and clean files from a third party’s USB stick or other rewritable media must be copied to a new, write-once CD or DVD; and that disc used on our internal network. 

You must open and check encrypted Zipped files on the standalone PC. You will need the password for this.

If you use emails, they will be blocked on entering or leaving the Agency’s mail gateway, as the contents of an encrypted file cannot be opened and checked for malware by our anti-virus software. You will have to ask ICT Service+ to release the email for you.

You must not open any encrypted file you receive from outside the Agency without being certain of who sent it and what it contains. If you have any doubt, you must check with the sender as to the contents and if they meant to send it. If you cannot get this assurance, do not open the encrypted file.

Sending and receiving passwords

Passwords must be sent seperately from the encrypted file. If you use removable media for the file, you may email the password. If you use email to send the file, the password can be sent by text message if you and the recipient have mobile phones. If they do not you may send the password in a separate email provided it is marked “Private” in the Message Options window to prevent anyone with proxy access to the recipient’s In Box from reading it. Only send the password in the text message or email and do not give any hints as to the file it is linked to. 
You may also ring the recipient and dictate the password. 

Other hints and tips

Wherever possible, make sure that you have a secure copy of the unencrypted files. SHARE can securely store unencrypted information up to RESTRICTED level.

Keep a record of the password until the recipient has confirmed the file has been decrypted. You must then delete the password record.
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